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Portfolio Snapshot

Research Focus

Trustworthy Al | Safe Al | LLM Failure Analysis

Trustworthy & Safe Al

Understanding when, where, and how LLMs fail
before failures appear in final outputs

LLM Failure Observability

Logit dynamics - refusal / compliance margins
early-token behavior - evaluation signals

Applied Al Systems

GraphRAG for financial security regulation
privacy-aware Al - local agent runtime
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= ABOUT ME

1. Problem Framing 2. Evaluation Design 3. System & Evidence
ASRZtC 2 HO|X| 94= LLM safety failure, DR-GO|H-34/AtE ZHE 22[5t1, TLO benchmark pipeline, GraphRAG retrieval

=
HE QA Af2HX|= =g A, l

43S

LLM-as-Judge, logit signal, TaPR, framework, local LLM agent, iOS on-device ML
memory”Z} BtE = jailbreak Z71S X2 F2 group-wise lossX{ 2 2X|0f| 2= X|EE M7 appX|E AlF|2 Sxbsle AXE 15

[ L

TLO - Persona Attack - HAI -

. . GraphRAG - HAI -
K=
Machine Unlearning(SafeAl) 1,440 generations - X2t pipeline

Machine Unlearning(SafeAl)

Current Research Focus

LLMO| z|& B0l A Aulistz| HMof|, 3 Af7} O H|0[e] - E7t =744 2PYollA &g =|l=X] &ttt
TLOO| M= logit dynamics@t refusal/compliance marging, Persona AttackO| A= memory 7|8t jailbreak 2,
GraphRAGO||M = EO[Q 24 =71 QA 45t 27 FHYo|| 0|X[= JFE SMMSLICE

o= L 1
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D2HESS ME CHE SH|lofM 22 H2S CHELICE

HIO|E{7 OfE =2 FO{X| 1, Pot =210] OfEA EA1E i 2E AS0| HEfX|=7F?

Core Research Supporting Studies & Outputs
TLO HAI ICS
NeurlIPS 2026 Under Review AMAK O] A|AH G O|AEFK]

Logit-only LLM safety benchmark

SafeAl

Privacy-preserving unlearning & fairness

Persona Attack
NeurlPS 2025 Submitted

Multi-turn memory injection 7t

Friday Agent

2 O™ Al assistant runtime

8/2/ B/ Oral Accepted

i0OS Emotion Diary

On-device ML 2478 41 4
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=== REPRESENTATIVE RESEARCH 01

TLO: Z|= ASR 52| Safety Failure 282 H= Logit-Only Diagnostic

Challenge: 22 Attack Success Rate2tzs ZE/9/ safety 7} ZLIA[E A& L} BIAIE M E CfE £ AUZL/CF | NeurlPS 2026 Main Paper Under Review (R|IZ{A})

Mistral + GCG
10
— c _ _ Complying tokens dominate
7|E Attack Success Rate(ASR) H7} Harmful Questions Set (n = 60) é
—_ o 2
91,92, -, 960 £
=)
- — — - Refusal tokens dominate
2|3 SHI 1 J3/20E T GCG Attack MCM Attack 'le Deenl Decoding Step ¢
- - ) . . . g . ama + DeeplInception
- o[- M AS OFsXd=7x|= L} (o] X=) Model’s Output: Model’s Output: Model’s Output: 10
_X‘"—'—E'I 7-| |_27|' - OH M= xl — - XI Lo = “Sure, Here is how to “Of course, Here is “Sure, Here’s step by =
? how to ...” step ...” 5»0 ________________________________
Lo R ¥ A
Successes =34 / 60 Successes =33 / 60 Successes = 24 / 60 ED
H H ASR =56.7% ASR =55.0 % ASR =40% -10
Temporal Logit Observability(TLO)2| &2 : : : owen 1+ viCA PR

Comparable ASR: 40.0% ~56.7%

. x.AD . % X
Decoding stepO}Ct & &8 logit margin £ Outcome-only score hide decoding-process differences

Reference calibration@z2 RH. 22 T Zt2 x| Z0f|M H| 2

- Logit Signal _

S

Decoding Step t

(a) Outcome Metrics Hide the Decoding Process (b) Logit Signals Make Temporal Dynamics Observable

Logit-only

hidden state H2 gi0|

safety signal £zt

TLO= ASRS2 CHA|st= X[HE7}

Calibrated

model/tokenizer X}0|&
reference2 2%

OfL{zt, "H|, oI Foi|M, ot Y4l

Diagnostic

ASRE HigH 2ol Masls

g 7tsd M3
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=== REPRESENTATIVE RESEARCH 01

Benchmark X|%tz} ‘_é§7 Xf%ﬂ%

dhs A1510| 7hs 5t TS IS0, 24 Tt

@ =z w4

4 LLM x 3 attacks
12 model-attack pairs
harmful + benign reference

Key Results

3.3%p

ASR X}0| — Llama+DI vs Qwen+DI

ASRZ H|==SHX| 2F RP-planeOf| A{
DRP 0.5722 &2| > CIZ failure mode
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= 1,440 generations
720 harmful + 720 benign
batch inference pipeline

StLI2| Pipelinee &

Llama-Guard primary
HZ judge / human audit
HarmBench, GPT-40 WX}AZ

° XE-EE

Logit Margin Score

RP-plane, t_cross
02 RS 44

39.6% - 13.1%

ASR ZH2& — Early-stop probe H-&

t_cross 7|2t early-stop rule 2
A ASR 26.5%p 22

0.0%

False Positive — Format-free benign query

Y LSS BAOR QWX Y

Plain benign 77! false alarm 04
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=== REPRESENTATIVE RESEARCH 02

Persona Attack: Multi-turn Memory?} SafetyS 2FstA|Z| =717

Challenge: EfZ prompt 7} OFL[ 2} OJ 2] EOff =& E memory 7F CHY F 2 H Lf LA E 3~ QS L/LF | NeurlPS 2025 Main Paper Submitted (%14{Af)

=21 9Al: Incremental Memory Injection

. Instruction imprinting:
0i2] Elofl 2R SE HAl-ofEtg 7Y

. Context framing:

DEo| Z2xte| AY TS £831H TS £ nstructon
H ful . . ] AL: Instruction
° arm u_request Insertion: : Response
7| & CHg} et otof A
New Prompt A: Instruction
. Memory type H|1d /
manual vs state-based memory 22| L7}
N | HE w@: Response
Al 7
q = New Prompt
Sequential > Once Memory T+& X}O| ASR # FAR P
State-based memory”}f manual memory £ N _
&% 0| &t = HAE olen ANMS LA DS Ha| )
FS memory injectionO| HHO| 2 = C} =2 ASR/FAR <> memory 30| 22 -lf LHA Ji _C:H @1 ©OeE | & @: Response
7tst= o5 A&7 24

XA|2 He ghAl | O} 24
|AIS LIS o



=== REPRESENTATIVE RESEARCH 03
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Challenge: &/ & A 2 2F FAE BHE Z & A= A2 L ZHAf 27 FHE O] 2 BIL/C | 2025 at=8A17{2)5t8] &7 8fZLH5] Oral (ZAIAf)

ret

?.

—I—E
=k —

E5-ko 2|0| 4 AH

NetworkX Evidence block
FAISS index

= skt 2+ A E=2

H| X| O H| 2 (~ 235}
Fsku HIX[Ot3 H| W (~1,000 =) FSKU Evaluation Formula

GraphRAG EXAONE _ 0.579 Eval-uatl-on Score = 0.5 x ObJectl\(e A‘cc‘ura.cy + 0.5 x Subjective Score
Subjective Score = 0.6 x Semantic Similarity + 0.4 x Keyword Recall
. O2ums B8/ el 8y o

O

. *F71| 7IH*GrathAGeED1|°| ZE AN 48 ZAZAE
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== PROJECTS

SUPPORTING PROJECTS

f— o —_ 4 =1
Borz=Ads 28 A8 280 3 Hol= d-
Infinite Bus Power Grid Hardware:lnisthe:LoopiSimulati
HAI ICS OI g%xl 1:}— I;::d;)l (P4)
Steam Turbine Pump-Storage
Power Generator I HydroPower Generator
o = E
28| Fol: A@IF0f HlO|Ef o] 77t EH9| O BRIt Al Y S5t X| & s [EHE
‘4 BiLSTM Autoencoder, RobustScaler, window 20, TaPR threshold search e s S
My otor ain
i ol || (8] | |5
A A ! i
W::;tl'lr"agnk —>| Vfleai:r \;Ieaigr (— Wat’::l'lr"ank Rotor Feed Water | | W:t:‘ru{':nk
(P1.4) Pump Pump (P1.1) System Pump (3.2)
T (P2.2)
';;:::’"? Boiler Process Turbine Process Water-Treatment Process
it ) (P2) (P3)
° H H ? e GT X Pred
SafeAl: Is Unlearning Racist? g = .

= H| " 9|: privacy-preserving unlearning0| £78 &t =2 O BO| &4 A7| =7}

= PyTorch CNN eye regression, Asian/Western group-wise loss, reweighting fine-tuning

Asian loss +81.6%, Western +42.8%
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=== ENGINEERING & PRODUCT SYSTEMS

ENGINEERING & PRODUCT SYSTEMS

OfO|C|O]E A|[ABRICE — =F# OfL|2t 2Z OO|HE, ¢,

Friday Local Agent

XA 7 ot 4= .Shell-Git MM O Z O|O{ & [} LTt
Ot Bt Iocal-first assistant runtime

i0OS Emotion Diary

| GIOJH & 2|5 MH=Z ELX| 1

t 7| 22 M| S StH= on-device ML privacy-aware

1x
N

GraphRAG 7| = XI4t2}

AT Z0E =20 EWX] 220, NiPA 2ZEQO S5 1}
MNZEH S50| 7tset itEE

—

& N R O | Y W2 B AT I EN| XY

x
Mo
x
ot
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S2 27 M 7 B

— d

~15,000 LOC Python

3-tier model routing - state-machine planner - permission/sandbox
tool registry - paper library - 2417} skill index

iOS prototype

Swift - Create ML on-device - HealthKit X| &}
gamification reward loop

3-layer A| 2 HAM|(H|O| E{/X| A HM/QIH A MM /2= 2) .FsKU ~1,0002 2 7| 2F
ER AT HA -HE BT A HE2 7Isd 2M3t
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=== TECH STACK & CONTRIBUTION

TECH STACK & CONTRIBUTION

dh2 J}5 3k B} Framework: | O| Ef ZH| S Zt SjAIHR| 27|X] e Al 21

—

Hlo|Ef. =7 A7 2 Ay N B E: NES: R
pandas & numpy PyTorch tokenizer LLM-as-Judge Swift / HealthKit
FAISS & NetworkX Transformers logit extraction ASR CLI / REPL
benchmark input TensorFlow/Keras reconstruction loss TaPR / group loss permission layer
ol = batch inference failure signal metric table privacy app

Al Safety / Evaluation Applied Al / Systems

GraphRAG T#A| i - sw S5
Local agent runtime (~15K LOC)
Privacy-aware iOS app - HealthKit H-&

Benchmark & A - evaluation pipeline X}-&2}
Logit/temporal signal &=
Multi-turn / memory-aware safety & 7}
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E n d Of D O C u m e n t NeurlPS 2026 Under Review (TLO)

Understanding when, where, and how LLMs fail
NeurlPS 2025 Submitted (Persona Attack)

before failures appear in final outputs.
GraphRAG 3l8] E'Z Oral + SW/ X & H 5=

Local LLM Agent ~15K LOC

"k Junyoung Park
Chung-Ang University - Cyber Physical System Security Lab
june295921@cau.ac.kr



